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CPU Intensive

Balanced workload 3.75 GB – 4 GB of
RAM per vCPUs,      CPU’s 1 to 96

Need More virtual CPUs over memory 
Approx 4 GBs per CPU. 

CPUs upto 96 and
Memory  from 1 to 6.5 GB per CPU.
Can be extended upto 624

Need More memory over CPU 
Almost of 24 GBs per CPU
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Compute Engine

Virtual Machines (VM) - Virtual Server in GCP

Compute Engine (GCE) - Provision & Manage Virtual Machines

Compute Engine

Virtual Machine on the Public Cloud GCP
Pay as you go. 
You can customize VM based on application needs
Scale as and when needed – Vertical and Horizontal 
Supports Autoscaling
Supports GPUs’ 
Have full control of Operating System
Supports different Images 
Supports Local Storage as well as Network Storage. 
Control Network Performance. 
Support CDN as well as Load Balancer. 

Machine Type

How much CPU, Memory or Disk do you want?
variety of machine types are available for each machine family

Let's take  an example :

Machine Type Family
Type of workload

Number of CPUs

e2-standard-2

e2-
standard-

2-

Memory, disk and networking
capabilities increase along with vCPUs

Machine name vCPUs Memor(GB) Max number of PD
(PDs)2

Max total
PD size (TB)

Local SSD Maximum egress
Bandwidth (Gbps)3

e2-standard-2

e2-standard-4

e2-standard-8

e2-standard-16

e2-standard-32

2

4

8

16

32

8

16

32

64

128

128

128

128

128

128

257

257

257

257

257

No

No

No

No

No

4

8

16

16

16

Compute Engine - Features

Create and manage lifecycle of
Virtual Machine (VM) instances

Load balancing and Auto scaling
for multiple VM instances

Attach storage (& network storage)
to your VM instances

Manage network connectivitty and
configuration for your VM instances

Setup VM instances as HTTP (web) Sever
Distribute load with Load Balancers

CPU & GPU Family 

CPU & GPU Family 

x86 – Intel

x86 – AMD

Arm Processors 

Single Core – Multiple thread 

Base Frequency - Turbo Frequency

NVIDIA A100
NVIDIA T4: nvidia-tesla-t4
NVIDIA V100: nvidia-tesla-v100
NVIDIA P100: nvidia-tesla-p100
NVIDIA P4: nvidia-tesla-p4
NVIDIA K80: nvidia-tesla-k80

Graphics Intensive Workload 

GPU Memory

Number of vCPUs and GPUs

GHz vs TFLOPS

Different Machine Families for Different Workloads

General Purpose

(E2, N2, N2D, N1)
Best price-performance ratio

web and application severs,
Small-medium databases,
Dev environment

Compute Optimized

(C2)
Compute intensive workloads

Gaming applications

Memory Optimized 

(M2, M1)
Ultra high memory workload

Large in-memory databases and
In-memory analytics

GCP Gurus



Disks, Snapshots, Images

IAM, SSH & Access Scopes

Images

LOCAL SSD

Disks

LOCAL SSD Zonal & Regional
Persistent Disks

Cloud Storage Filestore

Superior Performance & High IOPS
Both SCSI and NVME interfaces

Caches,Process Space , low value data… 

Its Temporary or ephemeral in nature 

VM

Each Local SSD is 375 GB you can go up to
24 Local SSD’s for up to 9TB Instance. 
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Disks also divided in Zonal vs Regional
for durability requirements

Zonal

Regional

Standard
PD

Standard
PD

Balanced
PD

SSD PD

Balanced PD

Extreme
PD

SSD PD

Zonal & Regional
Persistent Disks

Efficient, reliable block storage.
Regional block storage relicated in two zones.
High performance, transient, local block storage.
Affordable object storage.
High-performance file storage for Google Cloud users.

Balanced PD

HDD, Large data
processing 

SSD , High Performance database
like applications with single digit
millisecond latency

SSD , High Performance database
like applications with single digit
millisecond latency

SSD, Balance between
Performance and cost 

Performance SSD PD

Extreme PD
Standard PD

Lo
w

H
ighPersistent Disks

Zonal 
Persistent Disks

Regional
Persistent Disks

VM VM

LOCAL SSD

Fully managed service for file migration and storage.
Easily mount file shares on Compute Engine VMs.

VMFilestore Filestore

Data analytics

Rendering and media
processing

Web content management

Application migrations 

Genomic Processing 

Use Cases 

Filestore

1 - 10 TiB 

SSD  

Regional

Mission-critical workloads

Enterprice

Filestore

10 - 100 TiB 

SSD  

Zonal

High capacity and performance need

High Scale

Filestore

1 - 63.9 TiB 

HDD or SSD  

Zonal

Common file storage needs
(file sharing, software development,
web hosting, basic AI)

Basic

Compute Engine Images  

Images Contains Boot Loader, Root File systems
Everything you need to start Compute Engine 
Images are Stored in GCS Image

Import a boot disk 
Create an image
Copy one image to another Image

To Create and Use
Types Of Images 

Private Images
Maintained by you

Public Images
Maintained by google

VM Images

Container VM Container Optimized  OS :
OS to run containers on GCP
Based on Open Source Chromium OS Project

Run containers out of Box 
Smaller attack surface
Locked down by default 

Benefits of Container OS 

Automatic Updates 

Does not have package Manager 
Can not run non Container Apps
Kernel Locked down

Limitation

Not Supported outside GCP. 

Container

VM

App 1 App 2

Binaries,  libraries

Container Runtime

Container - Optimized OS

IAM

IAM

Central Place to control permissions and
you can create manager user permissions
including Service Account.

SSH Keys

SSH Keys are used to access Linux Machine 
In GCP, you need to use SSH keys to access machines
outside of the console (e.g., Putty).

Access Scope

Access scope adds up another layer to define restrictions 
The service account can execute API methods only if they are
allowed by both the access scope and its IAM roles.

Service Account

We know service account can be used to access any GCP resource. 
SA impersonation can be used to access VM without SSH Key. 

APIAccess Scope
SSH SA - IAM

SSH Key
SA impersonation
Console 

App

1

2

3

4

IAM : IAM is identify and access management in GCP

Cloud Storage is an object store for binary and
object data, blobs, and unstructured data.

it for any app, any type of data that you need to store,
for any duration Primitive/basic IAM roles 

Owner Editor Viewer BA

Fine Grained through IAM 

compute.instanceAdmin

delete

get

list

setMachineType

start

stop

Role
List of Permissions

Cloud Storage

Objects stored 

ID
metadata
attributes

data

Image
Backups

Data analytics

Videos Websites

Genomic Processing 

Use Cases 



Labels, Tag, Networks and Firewall Rules

Firewall

HTTPS

SSH

HTTPS
SSH

HTTPS
ONLY

HTTPS
SSH

HTTP/S traffic

on tags=reporting
Open SSH

Firewall
on tags=reporting Open SSH

Tags are KEY:VALUE pairs
primarily used for applying
GCP organizational policies

Network Tags are text strings
primarily used for mating
VPC Firewall rules to VM’s

Lables are KEY:VALUE pair primarily used for filtering billing account information.

Instance Template and Instance Group

Instance Template

Instance 1What is it ?

There are two Types of Instance Groups 

Managed Instance Group 

Mainly Used to manage same type of resources in group. 
Stateful and Stateless workload can be used in MIG
Supports High Availability Architecture  
Auto repair, Auto Scaling, Rolling Updates and more

Used for grouping of resources mostly heterogenous(dissimilar)
You can add and remove from group easily
Does not offer autoscaling, auto healing, rolling update and  multi zone
It supports Load Balancer. 

Instance templates define the machine type, image,
zone, start script and  other instance properties for
the instances in a�managed instance group

Spot Instance

Sole Tenancy

Sole Tenancy let you have access to dedicated Sole Tenant Node 

Group of types of Nodes you want to reserve

Regional Resource and its property of EACH NODE (Not VM) in node group.

Node Type defines actual Node-Server configuration.

Number CPUS, RAM, Local SSD, or even GPU in some zones. 

Node Group

Node Template
Shared Hardware

Company
1

Company
2

Company
3

Confidential VM and Shielded VM  

Confidential Computing 

In GCP : 

Confidential computing�affords organizations in all industries
a measure of confidence in the privacy and security of their data.
i.e :   Performs Computations in hardware attested based trusted environment   

Confidential Computing is�the protection of data in-use with hardware-based
Trusted Execution Environment (TEE).

In transitUse Rest

Shielded VM : Shielded VMs are virtual machines (VMs) on Google Cloud hardened by a set of
security controls that help defend against rootkits and bootkits.

Protects against 
Advanced Threats

Guest Firmware,  Kernel or
user mode Vulnerabilities 

Trusted and Verifiable 
Workload

Protects against rootkit and bootkits
With secured measured boot. 

Protect secrets against
Exfiltration and Replay  

Secrets are protected by vTPM. 
Only available once integrity is verified. 

Secure Boot Virtual Trusted Platform Module Integrity Monitoring

Instance Template

Instances

Instances

CLOUD VPC

reporting reporting

Home

Dev Web

Auto

App Test

Business

Prod B2B

machine type

image

zone
start script 

Sole Tenant Hardware

Company
1

Managed Instance Group 1.

Unmanaged Instance Group 2.

How Preemption works ?

Compute Engine Sends signal (Soft Off) to VM. 

Spot VM/Instance can be thought of bidding the instance.  

Compute Engine might preemptively stop or
delete (preempt) Spot VMs when it needs to reclaim that capacity. 

 Spot VMs have significant discounts -> 60 - 91% 

You can use Shutdown script to handle the preemption notice and complete cleanup option.
If VM dos not stop after 30 sec, Compute Engine sends turn off signal to OS (Mechanical Off).

Lables 

Tags Networks and Firewall Rules

Stateless
serving

Batch
Workload

Stateful
application

High availability

Safe updating

High availability

Autohealing

Regional (multi-zone)

Load balancing

Autoscaling

Auto-updating

TPM

Stutdown
Script

Soft off

Mechanical off

Workloads requiring increased input/output operations per second (IOPS)
and decreased latency.

Use Cases
Gaming workloads with performance requirements.
Finance or healthcare workloads with security and compliance requirements.
Windows workloads with licensing requirements.
Machine learning, data processing, or image rendering workloads.


